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ABSTRACT 
During the past decade, a huge number of machine learning (ML) based methods have been considered for exact traffic 
classification. Flow skin such as the discretization of the first five packet sizes (PS) and flow ports (FP) are measured the greatest 
discriminators for per-flow classification. For the initial point, this note proposes to delight the initial n-bits of a flow (Bit Flow) 
and it explains a network traffic analysis software device, which offers searching, visualization, and preprocessing tasks with a 
user-friendly GUI executed in Java language. Within the massive network traffic data together, a user can discover any exacting 
packets using different pointed functions provided. Visualization at hands the analyzed outcome in a different setting to extra 
improve the examination. The GUI in Java permits the tool to be worn in dissimilar platforms. This tool is weathered and 
confirmed from first to last numerous real network datasets. 
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INTRODUCTION 

 

Network traffic examination becomes more and more important in the IP network communications as the 

sum of IP packets transmitted on the Internet at any specified instant of time boosts extremely. A detailed 

perceptive of the IP traffic will facilitate us superior blueprint our network topology and exploit bandwidth 

additional successfully. From the outlook of security, it can also save from harm our system from attacks, such 

as intrusions, if we realize superior the network traffic as a substitute of treating them within a black box.  Naïve 

bayes algorithm worn for organization  reason. We offer a new structure, Traffic Classification using 

Correlation information (TCC), to tackle the difficulty of very few training models. The association in sequence 

in network traffic can be used to effectively improve the classification accuracy. In the pre processing, the 

system captures IP packets crossing a computer network and constructs traffic flows by IP header inspection. A 

stream consists of  Successive IP packets comprise the equal 5-tuple: {srcip, src port, dstip, dst port, protocol}. 

This paper presents a novel traffic classification scheme to improve classification Performance when little 

training data are existing. In the proposed scheme, traffic flows are described using the discredited statistical 

quality and flow relationship information is copyed by bag-of-flow (BoF). We explain the BoF-based transfer 

classification in a classifier grouping outline and hypothetically evaluate the performance profit. Furthermore, a 

fresh BoF-based traffic classification system is projected to aggregate the naive Bayes (NB) predictions of the 

correlated flows. We also near an analysis on prediction error compassion of the aggregation strategy. Finally, a 

huge number of experiments are passed out on two large-scale real-world traffic datasets to estimate the planned 

means. The untried results illustrate that the proposed offer can realize much better classification performance 

than existing state-of-the-art traffic classification methods. It is useful to tackle a number of network security 
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problems including lawful interception and intrusion detection. In addition, traffic classification also plays an 

important role in current network organization, since quality of service (QoS) control. 

 

II.Related Work: 

In the previous decade, extensive discover works were reported on the purpose of machine learning 

techniques to traffic categorization. These occupations can be characterized as supervised methods or 

unsupervised methods. 

 

A.Supervised Methods: 

The supervised traffic classification process  analysis the supervised teaching data and construct an indirect 

function which can guess the output class for every testing flow. In supervised traffic classification, enough 

supervised guidance data is a common assumption. To tackle the difficulty suffered by payload-based traffic 

categorization, such as encrypted functions and user data isolation. The supervised naive Bayes techniques to 

organize network traffic support on flow statistical description. Evaluated  the supervised algorithms together 

with naive Bayes among discretization. 

 

B.Unsupervised Methods: 

The unsupervised process (or clustering) try to discover cluster organization in unlabeled interchange data 

and allocate any testing flow to the application-based class of its nearest cluster The experimental research 

showed that transfer clustering can manufacture high-purity clusters when the number of clusters is set as a lot 

larger than the amount of real functions. Normally,the clustering methods can be used to discover traffic from 

previously unknown applications. It planned to combine numerical feature-based flow clustering with shipment 

signature matching process, so as to remove the requirement of supervised training facts. Generally, the 

clustering techniques can be used to learn traffic from previously unknown applications .It proposed to 

incorporate numerical feature-based stream clustering with payload signature matching method, so as to remove 

the requirement of supervised training statistics. However, the clustering methods endure from a problem of 

mapping from a huge number of clusters to factual applications. This problem is very difficult to explain 

without knowing any in order regarding real applications. However, the mapping technique determination  

create a large amount of “unknown” collects, specially when the supervised training data is very minute. In this 

paper, we learn the problem of supervised traffic classification using very little training samples.  

 

III. Problem Statement: 

Previous research originate that, in traffic classification problems, dissimilar ML algorithms using the same 

set of description can achieve similar classification exactness. Therefore, feature collection has been considered 

far more significant than the collection of ML algorithms in recovering the classification accuracy. In addition, 

due to the  requirement of real-world deployment, computational appearance. (classification speed) has develop 

into another significant consideration for ML-based traffic classification. designed for the first point, this note 

proposes two novel discriminators that use bits of consignment as features for traffic classification, which 

recover both classification exactness and computational presentation .The payments of this letter are as follows. 

Firstly, this letter advises to care for the first n-bits of a flow(BitFlow) as characteristics for ML-based 

traffic categorization. The trials show that this leads to a important development by using the bit-level 

information (i.e. BitFlow) in its place of the byte-level in sequence (i.e. ByteFlow) when create the features, 

which not only deeply improves the classification correctness but also achieves 1:3 orders of amount quicker 

than ACAS in training models and categorize traffic. 

Secondly, this letter advises an improvement to BitFlow, namely BitPack, that uses the initial n-bits of each 

of the first few packet payloads as attributes for ML-based traffic classification. The research show that BitPack 

considerably outperforms PS and FP [9] in conditions of categorization correctness. The results also illustrate 

that the classification correctness increases with the quantity of payload bits used, which specify that BitPack 

enables a user-adjustable trade-off between user isolation defence and classification correctness maximization.  

Thirdly, this letter advises to merge BitPack with PS and FP for ML-based traffic classification. This is 

dissimilar from conservative methods that use either statistic copied from packet headers or payload-based 

autographs 

 

IV.Proposed System: 

In this novel non-parametric approach which incorporates correlation of traffic flows to improve the 

classification performance. I provide a detailed analysis on the novel classification approach and its performance 

benefit from both theoretical and empirical aspects. The performance evaluation shows that the traffic 

classification using very few training samples can be significantly improved by our approach. 
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Fig. 1.1: System Architecture 

 

A. Analyzing the Data Set: 

A data set (or dataset) is a group of information, generally obtainable in tabular shape. Each column 

characterizes a picky inconsistent. Each row match to a given member of the data set in query       

It lists standards for each of the changeable,   such as height and weight of an item or standards of random 

numbers. Each value is identified as a datum. The data set might contain data for one or more affiliates, 

corresponding to the amount of rows.The standards may be numbers, such as real numbers or integers, for 

example instead of a person's tallness in centimeters, but may additionally be titular data (i.e., not consisting of 

numerical values), for example instead of a person's traditions. More commonly, values may be of any of the 

kinds described as a level of measurement. For each erratic, the values will normally all be of the same kind. 

However, there may also be "absent standards", which need to be indicated in several method. 

 

B. Preprocessing: 

In this module we are going to collect the network packet and take out attributes using the WinPcap and 

Jpcap. In information technology, a packet is a formatted part of data conceded by a packet form computer 

network. Computer communications associations that do not support packets, such as conventional point-to-

point telecommunications relationships, simply convey data as a series of bytes, characters, or bits only. When 

data is arranged into packets, the bitrate of the communication standard can better be common among users than 

if the network were circuit switched. By using packet switched networking it is also solid to assurance a lowest 

possible bitrate. 

A packet consists of two types of data: control information and user data (also known as payload). The 

control information offers data the network wants to hold the user data, for instance: source with destination 

addresses, error detection codes similar to checksums, along with sequencing information. Typically, control 

information is create in packet headers and trailers, among customer data in among .Different communications 

protocols use dissimilar meetings for distinguishing among the elements and for formatting the data. In Binary 

Synchronous Transmission, the packet is formatted in 8-bit bytes, and unique characters are used to restrict the 

different elements. Other protocols, like Ethernet, begin the start of the header and data elements by their 

position comparative to the start of the packet. Some protocols design the information at a bit level as a 

substitute of a byte level. 

A good analogy is to judge a packet to be similar to a letter: the header is like the envelope, and the data 

locale is anything the person puts contained by the envelope. A difference, however, is that some networks can 

split a larger packet into minor packets when compulsory (note that these smaller data elements are still 

formatted as packets).A network plan can complete two chief results by using packets: error detection and 

multiple host addressing 

A nominal traffic profile consists of single and mutual distributions of different packet attributes that are 

measured unique for a site. nominal packet attributes from 

IP headers are: 

 Packet size, 

 Time-to-Live (TTL) values, 

 Protocol-type values,  

 Source IP prefixes. 

Those from TCP headers are: 

Robust 

classificatin 

result 

IP Packet Traffic 

flow 

      Pre 

processing 

Feature 

extraction/

selection 

Flow 

correlation 

analysis 

Training data 

http://en.wikipedia.org/wiki/Communications_protocol
http://en.wikipedia.org/wiki/Communications_protocol
http://en.wikipedia.org/wiki/Binary_Synchronous_Transmission
http://en.wikipedia.org/wiki/Binary_Synchronous_Transmission
http://en.wikipedia.org/wiki/Ethernet
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 TCP flag patterns and 

 Server port numbers 

 i.e., the smaller of the source port number and the destination port number. Server port number is extra 

constant than sort/destination port numbers since a large amount of the well-known port numbers are undersized 

numbers (e.g., below 1,024) and a large part of Internet traffic uses the well-known port numbers.  

 

C.WinPcap: 

WinPcap is an open source library in support of packet detain and network examination for the Win32 

platforms. Nearly everyone networking applications entrance the network during widely used operating system 

architecture .such as sockets. It is easy to entrance data on the network with this proceed. While the operating 

system copes with the low level information (protocol handling, packet reassembly, etc.) and offers a familiar 

edge that is similar to the one used to read and write files. The purpose of WinPcap is to give this kind of access 

to Win32 applications, it supply services to: 

 Capture unprocessed packets. 

 Transmit unprocessed packages to the network. 

 Assemble statistical information on the network passage. 

 

Naive Bayes Algorithm(NBA): 

It is a organization method based on Bayes Theorem among an guess of liberty among predictors. In easy 

terms, a Naive Bayes classifier guses that the occurrence of a exacting quality in a class is dissimilar to the 

occurrence of any other attribute. For example, a fruit may be measured to be an apple if it is red, around, and 

about 3 inches in distance. Still if these features depend on each other or ahead the existence of the other 

description, all of these properties autonomously donate to the chance that this fruit is an apple and that is why it 

is recognized as ‘Naive’. 

 Naive Bayes representation is simple to build and mostly useful for extremely great data sets. Beside 

with plainness, Naive Bayes is recognized to better even highly complicated categorization methods. 

 Bayes theorem provides a way of scheming following probability P(c|x) from P(c), P(x) and P(x|c). 

Look at the equation lower: 

 
 

D.Jpcap:  

Jpcap is a Java class parcel that allows Java applications to capture and/or send parcel to the network. Jpcap 

is support on libpcap/winpcap and rare Socket API. Hence, Jpcap is speculative to livelihood on every OS on 

which libpcap/winpcap has been realized. Presently Jpcap has been battered on FreeBSD 3.x. 

 

E.Multi Boosting: 

The effect of combining different classifiers can be explained with the theory of bias-variance 

decomposition. Bias refers to an error due to a learning algorithm while variance refers to an error due to the 

learned model. The total expected error of a classifier is the sum of the bias and the variance. In order to reduce 

bias and variation, some ensemble approaches have been introduced: Adaptive Boosting (AdaBoost),Bootstrap 

with the Aggregating (Bagging),Wagging and Multiboosting. This is why the idea emerged of combining both 

in order to profit from the advantages of both algorithms and obtain an overall error reduction. 

 
 TCP UDP ICMP Others 

# of packet 57 291 0 34 

% of packet 17 74 0 8 

Total packet size 951 57374 0 1674 

% of size 13 83 0 2 

 

 

 

 

https://en.wikipedia.org/wiki/Bayes%27_theorem
http://www.tcpdump.org/
http://www.winpcap.org/
http://www.tcpdump.org/
http://www.winpcap.org/
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Fig. 1.2: 

 

Conclusion: 

Packet examination has been publicized as an come near that improves the state of the art by generating 

packet filters that merge nearly all of the preferred properties in tenures of processing speed, memory 

consumption, elasticity and minimalism in specifying protocol designs and filtering rules, efficient filter work, 

and low run-time visual projection for protection enforcement. The maturity of the filter generator and the 

analysis results maintain the practicality of our declares. We have planned, prototyped, and estimated SPAF, a 

packet filter generator based on the design of finite-state automata from a high-level protocol layout database 

and filter predicates. It aims at emitting express and efficient filters while preserving all the related safety 

properties, both in tenures of memory admission correctness and execution. 

 

REFERENCES 

 

1. Alshammari, R. and A.N. Zincir-Heywood, 2011. Can encrypted traffic be identified without port numbers, 

ip addresses and payload inspection?Computer Networks, 55(6): 1326-1350. 

2. Bujlow, T., V. Carela-Espa˜nol and P. Barlet-Ros, 2015. Independent comparison of popular dpi tools for 

traffic classification. Computer Networks,76: 75-89. 

3. Erman, J., M. Arlitt and A. Mahanti, 2006. Traffic classification using clustering algorithms. In ACM 

SIGCOMM MineNet Workshop. 

4. Haffner, P., S. Sen, O. Spatscheck and D. Wang, 2005. Acas: automated construction of application 

signatures. In ACM SIGCOMM MineNetWorkshop. 

5. Kim, H., K.C. Claffy, M. Fomenkov, D. Barman, M. Faloutsos and K. Lee, 2008. Internet traffic 

classification demystified: myths, caveats, and the best practices. In ACM CoNEXT. 

6. Moore, A.W. and D. Zuev, 2005. Internet traffic classification using Bayesian analysis techniques. In ACM 

SIGMETRICS. 

7. Park, B., J.W.-K. Hong and Y.J. Won, 2011. Toward fine-grained traffic classification. IEEE 

Communications Magazine, 49(7): 104-111. 

8. Reviriego, P., S. Pontarelli and J.A. Maestro, 2014. Energy efficient exact matching for flow identification 

with cuckoo affinity hashing. IEEECommunications Letters, 18(5): 885-888. 

9. Williams, N., S. Zander and G. Armitage, 2006. A preliminary performance comparison of five machine 

learning algorithms for practical ip traffic flow classification. ACM SIGCOMM CCR. 

10. Zhang, J., Y. Xiang, Y. Wang, W. Zhou, Y. Xiang and Y. Guan, 2013. Network traffic classification using 

correlation information. IEEE Transactions on Parallel and Distributed Systems (TPDS), 24(1): 104-117. 

11. Adaboost algorithm with c4.5 being the base classifier. 

http://weka.sourceforge.net/doc.dev/weka/classifiers/meta/AdaBoostM1.html. 

12. Park, B., J.W.-K. Hong and Y.J. Won, 2011. Toward fine-grained traffic classification. IEEE 

Communications Magazine, 49(7): 104-111. 

13. Weka 3: Data mining software in java. http://www.cs.waikato.ac.nz/ml/weka/. 

14. Wits: Waikato internet traffic storage. http://wand.net.nz/wits/waikato/8/waikato viii.php. 

15. Alshammari, R. and A.N. Zincir-Heywood, 2011. Can encrypted traffic be  identified without port numbers, 

ip addresses and payload inspection? Computer Networks, 55(6): 1326-1350. 

16. Bujlow, T., V. Carela-Espa˜nol and P. Barlet-Ros, 2015. Independent comparison of popular dpi tools for 

traffic classification. Computer Networks, 76: 75-89. 

17. Erman, J., M. Arlitt and A. Mahanti, 2006. Traffic classification using clustering algorithms. In ACM 

SIGCOMM MineNet Workshop. 

18. Haffner, P., S. Sen, O. Spatscheck and D. Wang, 2005. Acas: automated construction of application 

signatures. In ACM SIGCOMM MineNet Workshop. 

19. Kim, H., K.C. Claffy, M. Fomenkov, D. Barman, M. Faloutsos and K. Lee, 2008. Internet traffic 

classification demystified: myths, caveats, and  the best practices. In ACM CoNEXT. 



81            K. Bhakiyalakshmi et al., 2017/Advances in Natural and Applied Sciences. 11(6) Special 2017, Pages: 76-81 

 

20. Lim, Y.-s., H.-c. Kim, J. Jeong, C.-k. Kim, T.T. Kwon and Y. Choi, 2010. Internet traffic classification 

demystified: on the sources of the discriminative power. In ACM CoNEXT. 

21. Reviriego, P., S. Pontarelli and J.A. Maestro, Energy efficient exact matching for flow identification with 

cuckoo. 

 


